The Internet of Things (IoT) refers to a world-wide network of interconnected physical things using standardized communication protocols. Recent develop- 
Introduction
The Internet of Things (IoT) is the next major evolution of the Internet where heterogeneous devices and machines are being connected to the Internet, to each other, and to people. With more than 10 billion microcontrollers being shipped each year [1] , each of which can potentially be connected through the Internet, a huge variety of intelligent and networked devices are becoming 6 available, from digitally-enhanced objects, to motion sensors, health-monitoring devices, electric meters, and even to street lights. These devices are referred to as smart objects characterized by sensing, processing, and networking capabilities.
The Internet Protocol (IP), meanwhile, has proven itself a long-lived, stable, and highly-scalable communication technology supporting a wide range of In the full-IP IoT, making smart object services (data and events) available and accessible to different end-user applications, using open and standardized protocols is still a challenging task. The question is not only how to make smart 24 objects be able to communicate over the Internet, but also how their services can be composed to create new and creative applications. The answer to the former part of the question is being approached by some realtime Web protocols specially designed for IP smart objects and compliant to open Web standards such as Devices Profile for Web Services (DPWS) [2] and Constrained Application Protocol (CoAP) [3] . Services from such smart objects can be directly accessed 30 on the Web and can interact with a plethora of existing conventional Web services to form a new generation of ubiquitous applications. For the latter part of the question, it can be realized as service composition problem, one of the core principles of Service-Oriented Computing (SOC) [4] . Advanced functionalities can then be created by combining a set of atomic services in the form of composite services 1 . These composite services can be used in different scenarios to 36 meet various user requirements. The true value of the IoT and new opportunities to create a smarter world will become apparent when data and events from an increasing number of smart objects can be easily and dynamically composed to create novel applications.
Service composition has been extensively studied in the context of Web services and business processes [5] . A number of standards have been developed 42 and are being used in real-world deployments to support the service composition. However, the characteristics of IoT systems, such as resource-constraints and data/event-driven devices render some of the techniques devised for traditional Web service composition inadequate. Therefore, new composition models with respect to new requirements of IoT systems are expected. In this article, we consider IP smart objects as the core components of the future full-IP IoT 48 to introduce the problem of service composition and new research challenges.
This article is structured as follows. Section 2 provides the background of IP protocols for smart objects and how they shape the future of full-IP IoT. Service composition problem along with its requirements and some use cases are introduced in Section 3. Section 4 surveys early-stage service composition solutions on various types of smart objects. Section 5 discusses research challenges. Some 54 concluding remarks are drawn in Section 6.
Full-IP IoT and Smart Object Services
Since its debut more than a decade ago [6] , the IoT has gained attention not only from the research community but also from end-users, businesses, and even lawmakers. Numerous research efforts have been undertaken to identify efficient solutions in various problem domains such as enabling technologies (e.g., iden-60 tification, sensing, and communication) and middleware solutions [7] . Several
IoT platforms have been released to tackle technical problems inherent in the development of new IoT products and systems. sors make up another large proportion of smart objects. RFID tags are mainly used to identify objects or to track their location without providing any indication about the physical condition of the objects [9] . They only work in the presence of the readers which actually send the information stored in the tags to a software system. In that sense, RFID tag/reader pairs can be classified as a smart object since they have the ability to interact, process, and communi-
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cate data. The IoT, therefore, can be defined as a loosely coupled, decentralized system of smart objects, which are autonomous physical objects characterized by sensing, processing, and networking capabilities [8, 10, 11] .
Internet Protocol for Smart Objects
To support the large number of emerging applications for smart objects, the underlying networking technology must be inherently scalable, interoperable,
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and have a solid standardization base to support future innovation as the application space grows. IP has become widely used these days as a standard commu- Networks (6LoWPAN) [12] enables the use of IPv6 in Low-power and Lossy Networks (LLNs), such as those based on IEEE 802.15.4. In addition, RPL [13] routing protocol is used for smart object internetworking over LLNs. These are key areas of IP networking protocols to seamlessly integrate smart objects into the Internet. IP stacks. These IP smart objects will be the cornerstones of the next IoT, full-IP IoT, and could eliminate the need for protocol translation gateway such as in [14] . Protocol gateways are complex to design, manage, and deploy; their network fragmentation leads to non-efficient networks because of the inconsis- as encoding and compression [18] , the integration with IPv6 infrastructure and 6LoWPAN [19, 20] , the scalability of service deployment [21] , and the first security implementation has been included in the latest release of DPWS stacks.
CoAP is developed by the IETF working group on Constrained RESTful Environments (CoRE) following REST architectural style [22] . • Static Services: These are services to provide specific information from smart objects such as current temperature or status of a washing machine at home, and services to carry out specific tasks such as switching a TV on or setting the light level in living room.
• Event Services: When smart objects are carrying out tasks, there are many situations where events occur such as a coffee maker finishes its task or a
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printer runs out of ink. They are event services that happen unexpectedly and require applications to wait for their occurrences. The mechanism here is applications subscribe to an event; when it happens, notifications will be sent to its subscribers to handle.
• Periodic Services: These services appear in application such as monitoring environment by periodically pushing sensed data to the network. For example, a service to send the current temperature or CO2 level in a forest to data center every 5 minutes. It requires applications to process these services properly.
Service Composition for Smart Objects
With IP support and efficient realtime Web protocols for smart objects, it is one step away from the arrival of IoT applications: how to aggregate smart 204 object services to create novel applications. A successful deployment of smart object services will create a unique opportunity for developers to build a new generation of IoT application as easily as to work with today's Web applications.
Traditional software composition focused on defining languages, techniques, and models for building systems out of reusable software components [23] . As software components evolved into services [24] , the notion of composition remained 210 as one of the core principles of SOC [4] . Service composition aims to reuse several existing component services (or atomic services) by joining them in creative ways. The idea, when applied to IoT, promises to bring in an acceleration for the creation of IoT applications.
Use Cases
Service composition in the full-IP IoT, can bring new solutions to solve the 216 integration issues that have existed in many classical IoT scenarios. A smart home is equipped with different types of IP appliances: battery-operated temperature sensor, battery-operated motion sensor (using Passive Infrared sensor), TV, lamps, air conditioner, security camera, alarm, electronic door lock, etc.
They create a (ad hoc) home network in which these appliances can communicate to each other to carry out automated tasks. IoT, novel applications will make use of composite services to fulfil complex re-234 quirements of inter-domain applications. In the above example, the automation system in a house is providing certain services; the next level of composite service would be the one offered by city administrators making use of the services offered by automation systems in multiple households and other public spaces.
Problem Statement
The problem we address in this article concerns composite services in full-IP
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IoT by aggregating existing smart object services (based on Web protocols) in a meaningful way that cannot be achieved otherwise.
Problem. Given a set of smart object services as the union of three sets of three service types: static services, event services, and periodic services, a set of requirements R, and a set of cost functions C, find a composite service by aggregating selected services in an appropriate order to meet the requirements R
246
and minimize the cost C.
Service composition allows the aggregation of smart object services to meet complex requirements from various application domains. It can be used to create innovative applications in an efficient manner. A robust service composition mechanism also makes it possible to support applications in a dynamic network environment. This is the key to foster the development of IoT applications. 
Low-power and Lossy Communication Link
Many of smart objects are parts of LLNs consisting of constrained nodes (with limited processing power, memory, and sometimes energy when they are battery-operated or energy scavenging). The nodes are interconnected by lossy links, typically supporting only low data rates that are usually unstable with 288 relatively low packet delivery rates. This characteristic requires service composition in IoT to be aware of the lossy and low data rate nature of the link.
Power Efficiency
A smart object is driven by electronics, and electronics need power. Today, the most common power source is a battery, but there are several other possibilities for power, such as solar cells, piezoelectricity, radio-transmitted energy, For battery-powered smart objects, the batteries typically cannot be recharged.
For solar-powered smart objects, and those powered by power scavenging, energy is difficult to be stored for extended periods of time. For this reason, both 306 the hardware and the software of the smart object must be designed to meet stringent power requirements. To achieve this, low-power radio hardware is not sufficient. Existing low-power radio transceivers use too much power to provide long node lifetimes on batteries. Radio duty cycling mechanisms (e.g., Con-13 tikiMAC) have been developed to deal with the problem in the object scope.
It is based on the principles behind low-power listening but with better power 312 efficiency to reduce power consumption and maintain good network conditions. Therefore, service composition should minimize the energy consumption for exchange messages during its life cycle.
Data/Event-driven Services
In the Web services and business processes, the service model follows a process-(or operation-) oriented paradigm, whereas IoT applications imple- 
Discovery
There is a need to discover available services to carry out service composition.
Web services are usually discovered by querying registries using interfaces such as Universal Description Discovery and Integration (UDDI). While it can be a convenient way to discover services, its centralized nature can lead to many issues such as fault tolerance, performance, and scalability. One way to deal 348 with such issues would be to envisage, similarly to network management, a broadcast discovery protocol.
In DPWS, WS-Discovery mechanism 4 using multicasting does not require any central service registry. When an application tries to locate a device in a network, it sends a UDP multicast message (using the SOAP-over-UDP binding)
carrying a SOAP envelope containing a WS-Discovery Probe message with the 354 search criteria, e.g., the name of the device. All the devices in the network (local subnet) that match the search criteria will respond with a unicast WSDiscovery Probe Match message (also using the SOAP-over-UDP binding). To achieve resource discovery, CoAP servers provide a resource description available via a well-known URI such as /.well-known/core (RFC 5785). This description is then accessed with a GET request on the URI.
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However, broadcasting at the global level could waste network bandwidth and increase the latency of the communication. Therefore, composition methods are required to minimize the message exchanges during discovery phase.
Appropriate global discovery mechanisms are also required.
Management Requirements
Verification: Composition correctness is required to check if certain proper-366 ties of the produced composite service hold, such as the fact that it is guaranteed to produce a certain set of outputs given a certain set of inputs and under a certain set of conditions.
Execution Monitoring: Service composition regardless of its underlying technology should support the concept of a client making requests by invoking methods. Many smart object services are time-consuming therefore it is required that 372 composite services be monitored and reported when they finish.
QoS Awareness
QoS-aware approaches take into account not only functional characteristics of services but also non-functional ones, dealing with quality aspects such as response time, price, availability and so on. Considering QoS aspects when deciding which services to include in a service composition schema is important 378 when functional requirements are satisfied by more than one service. As a result, composite services produced by QoS-aware approaches not only offer the capabilities requested by the user but also guarantee the best possible quality.
A Review of IoT Service Composition
This section provides a review of early-stage studies on service composition in IoT classified by smart objects technologies (RFID, WSN, and others) and 384 composition approaches (SOC composition and Mashup).
Smart Objects Technologies
Since the original idea of the IoT stemmed from RFID and WSN technologies [7] , service composition in RFID and WSN are considered early-stage studies in the field. When IoT extended to cover many other networked objects, service composition also evolved. In this sub-section, we review the service composition 390 research in RFID systems, WSNs, and other types of smart objects.
RFID Systems
RFID was first introduced to overcome the limitations of the barcode technology and primarily focused on tagging objects by attaching identifiers to them 16 [29] . While the original idea was to tag items for retail and logistics, the application of RFID tags to any object allowed the development of numerous 396 disruptive services. Since the application of RFID technology became prevalent, the need to aggregate RFID data/event and enterprise services has been considered to link logistics to other parts of the enterprise operations such as supply chain management, production, and customer relationship management.
Systems such as Electronic Product Code Information System (EPCIS)
5 and SAP Auto-ID Infrastructure 6 were designed to meet this requirement.
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The work in [30] focuses on designing a system to support the collabora- The first phase is to process primitive events generated by RFID readers to 414 produce predefined basic events (service abstraction). This phase aims at data filtering to reduce the data redundancy dramatically. The second phase is to union these basic events into several temporal complex events (semantic data composition).
In Authors assume that services are widely distributed in a dynamic network of self-organized multi-hop sensor nodes. The method is to select a short execution path by reducing the number of hop-counts of the services. This is accomplished using a node repositioning algorithm. The work excludes details on composition 456 process in terms of communication protocols and Web service standards that should be used for real implementation.
In [41] , the authors propose a service composition design in WSNs that allows composing efficient services when there are persistent service queries. The aim is to minimize the service composition cost when a service is required for a longer period of time with the high possibility of service interruptions, e.g., due
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to sleep mode of sensor nodes. The work consists of a service-oriented query routing protocol, a greedy algorithm to optimize the service requests, and a dynamic programming algorithm to help minimizing the service composition cost.
Several algorithmic proofs and solutions are provided along with some simulation results; however no detail of simulation or implementation are discussed.
In [42] , the authors present a graph-based formulation for modeling sensor In [43] , authors present a distributed composition service to automate the re-organization process that can occur due to the inherit limitation of a WSN. The main drawback of their solution is the total dependency on composition server.
Authors in [44] provide a composition method based on logical programming 492 through backward chaining for chaining services. They model services as statements, whose truth depend on their predicates, and set certain statements true when these predicates are satisfied. These statements are further used by other services as predicates. The method is used for automated inference in WSNs.
Miscellaneous Smart Objects
Most of IoT systems consider the heterogeneity of smart object for service 498 composition. These smart objects vary in hardware, software, and communication protocols but share some common characteristics such as they are all able to run the same operating system. Beside smart objects, there are also many approaches taking into account always-on services hosted in conventional computer networks such as enterprise services and Web services for their service composition models.
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Authors in [45] propose two types of mashup for service composition on embedded systems: physical-virtual and physical-physical mashups. EnergyVisualizer is a physical-virtual mashup that offers a Graphical User Interface (GUI) on the Web to monitor the power consumption and to control different home appliances. EnergyVisualizer is built by using the self-defined RESTful Plogg APIs and Google Web Toolkit APIs. Ambient Meter on a SunSPOT is a physical- WSDL is used for service description while SOAP for transporting messages.
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The work lacks any real-world implementation of the proposed solutions.
In [53] a context-based service composition method is proposed along with a test application. Two types of context metrics are considered during service composition, one is computational context and the second is service quality context. In the beginning the service selection is divided into two sub-parts, first using computational context appropriate services are selected, then ser-
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vice quality context is used to provide the best available service for the service composition process. Web Ontology Language (OWL) [54] is used to construct context ontologies consisting of three categories, user, computing environment, and physical environment. A hierarchical ontology design model is followed to reduce the scope of the context information. A device monitoring service is discussed as a test without any implementation. 
Service Composition Approaches in IoT
There are currently two common approaches for service composition that are 570 based on two different service models: service-oriented middleware and RESTful APIs.
Service-Oriented Middleware and Composition
Service-oriented middleware that supports the service-oriented interaction pattern through the provision of proper functionalities for deploying, publishing/discovering and accessing services at runtime, is the main service abstraction 576 model to support service composition for smart objects [56] . In this abstraction model, to create a composite service, a description language is normally used to describe its component services and the interaction between these services in the form of a workflow. Workflows can be nested, so it is possible to call a workflow from inside another. The creation of complex processes can be represented as a sequence of coordinated actions performed by single components.
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This paradigm is supported by W3C Web Service technology with many open standards such as SOAP, WSDL, WS-BPEL, and BPMN.
Since service composition has been intensively investigated in the Web services and business processes, it is promising to use their results in the IoT environment. However, the problem cannot be tackled by simply extending existing approaches; it requires a paradigm shift from reliable and reactive Web 588 services to dynamic and event-driven smart object services that demand for a more resource-aware event-driven composition process. Dar et al. [47] undertakes the scalability and dynamicity issues of very-large scale IoT systems to propose an orchestration/choreography for composing services of smart objects and business services. Graph-based modeling framework [42] formulates the process of sensor service composition to deal with the dynamicity of WSNs. Han 594 et al. [50] propose a context-aware service composition to dynamically adapt the composite process to the changes in several types of context in a building environment.
RESTful APIs and Mashup
Web resources identified by Universal Resource Identifiers (URIs) are con- Mashup is a preliminary form of RESTful service composition, in the future IoT, more comprehensive models for composition are expected to cover many existing as well as new issues from smart object services to efficiently compose their services. 
Comparison
We summarize service composition models in regard to composition requirements presented in Section 3 (see Table 1 ). It appears that early studies on composition in RFID systems and WSNs do not take into account defining requirements related to IoT such as resource constraint, power efficiency, and data/event-driven. Recent efforts with DPWS such as [50, 52] start considering 636 these requirements. In terms of application protocols, composition with CoAP is still a missing piece of the service composition puzzle.
IoT Application Platforms
Many IoT platforms have been developed to support the development of IoT application. As shown in the Table 2 , these platforms mainly aim at integrating smart objects of different types into the Web through RESTful APIs or cloud 642 services. These platforms provide mid-point services to encapsulate underlying heterogeneous smart objects into Web interfaces that can further integrate into modern Web infrastructures such as cloud and platform-as-a-service (PaaS).
These approaches expose some difficulties to scale IoT systems since each platform has to handle routing discrepancy and protocol translation.
As we can observe from these platforms, RESTful APIs make service com-648 position possible in the form of mashups; even though, there are only few of them being provided such as [63] and [64] . Beside providing the connectivity of smart objects to the Web, how multiple smart objects can interact is still missing in these platforms. Service composition models, therefore, are still missing not only in literature but also in practical. Since smart object services have many different characteristics compared to conventional Web services, service composition problem in the next full-IP IoT has many challenges that invoke the need of redesigning composition models to fully realize the its potential. We hereby discuss these challenges.
RESTful Service Composition
Apart from DPWS, which is compliant to W3C Web Service, a majority [78]. CoAP was designed according to the REST architecture, and thus exhibits functionality similar to that of the HTTP protocol.
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We foresee that the RESTful service composition will play an important role, particularly in the context of smart objects in which identifying an atomic service modeling takes the center stage for the composition. RESTful composite services should be reusable and interactive rather than non-recursive and readonly mashups. It is required to devise novel languages and techniques helping to more effectively build composite RESTful services.
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Service composition with RESTful services, however, cannot directly inherit the concepts of SOC since REST is based on resources (with HTTP methods) and the hyperlink between them rather than operations that can be logically described by description languages such as WS-BPEL and BPMN.
Composite Service Interface Description
It is necessary for composite services to have interfaces that describe what 678 they can do. Web service composition models use description languages such as WS-BPEL and BPMN to describe service operations defined by parameter inputs and value outputs. In the context of IoT, interface description is a challenge due to the lack of the support to IoT characteristics such as data/event-driven, resource constraint, and asynchrony.
Another issue is with REST architecture. RESTful services comply with the 684 uniform interface principle, where resources are manipulated using the GET, PUT, DELETE, and POST methods. A composite service should not only be able to invoke its component services, but it also should be able to handle these requests. Also, the underlying discovery mechanism will define in which way a composite service should be described. To summarize, the following issues should be considered when designing a description language:
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• REST support
• Data/event-driven support
• Asynchrony support
• Discovery compatibility
Recursiveness
Composite services can play the role of atomic services and can be recursively To achieve the recursiveness of composition problem in IoT, the life cycle of 702 atomic services needs to be reproduced in composite services such as: description, execution, and verification.
Semantic Composition
Semantics technology has been used widely to automate and improve many aspects of the service composition [79] . Meanwhile, semantics are penetrating into the Web world as an increasing number of Web resources are marked up 708 with semantic annotations 10 . When smart objects find their way into the Web, the potential of the semantics technology cannot be ignored. It opens up an opportunity to support more intelligent composition processes but also brings in challenges such as semantic modeling of smart objects. Currently, approaches in fundamental issues of semantics in IoT are at an early stage. SPITFIRE [80] is a system trying to give semantic annotations for smart objects through a 714 centralized service (server). This exposes many restrictions as the third-party services would be able to filter the information from the original smart object services, and again play a role of protocol translation gateways.
A more intuitive way of making objects semantically expressive should strictly follow the semantic Web guidelines and standards whereby smart objects themselves represent their services semantically. This can be done, in case of RESTful
720
APIs, by adding media type of application/rdf+xml that notify clients to process semantic data from smart objects and content is represented in Resource Description Language linking to an appropriate ontology.
Context-awareness
Context-awareness is important and generally defined in ubiquitous computing, where it is considered the key to the effort of bringing computation into 726 daily lives [81] . The major task in context-aware is to acquire and use the knowledge about the state of users and devices including surroundings, situation, and (to a less extent) location information in order to provide the most appropriate services. Service composition in IoT are related to a particular person, place, time, or event, therefore, it is a challenge to any service composition solution to be aware of the changes in context of the device, the user, and the surrounding 732 environment. As suggested in [50] , a context-aware description language can be used to describe composite services, and semantics technology can provide the intelligence for the composite services to adapt themselves according to the changes in context of different entities. 
Privacy and Security
Composition languages such as WS-BPEL do not provide any security concepts that user could leverage. All security aspects are left to the WS-BPEL challenging to identify the relationship between services and providers.
Conclusion
Service composition in IoT promotes the idea of assembling smart object services in novel and creative ways into composite services that can be used in multiple IoT application domains to augment the power of the IoT. As inspired from the composition concept of reusable components in software engineering,
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IP technology for smart objects, and the legacy of W3C Web Service composition methods, we foresee service composition will be a key to stimulate the early-stage studies, we hope to serve as the start for upcoming research in the field and identify some possible approaches to these challenges.
